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Sparse Value-Flow Analysis (SVFA) is essential for detecting software bugs such as null pointer dereference
and memory leak. However, SVFA heavily relies on path-sensitive pointer analysis, which faces significant
scalability challenges when analyzing industrial-scale projects, notably the summary-explosion problem. To
address this issue, we propose HERMES, which symbolizes memory side effects and constructs an incomplete
Sparse Value-Flow Graph (SVFG) called Lazy Symbolic Expression Graph (LSEG). Leveraging this structure,
HEeRMES builds inter-procedural value flows relevant to bug detection only when necessary, significantly
reducing the overhead of pointer analysis and streamlining the bug-search paths. Evaluations on large-scale
real-world projects demonstrate that, compared to the state-of-the-art, HERMESs achieves average speedups of
at least 9.84% and 4.79x for pointer analysis and bug search, respectively, without sacrificing the effectiveness
of bug detection.
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1 Introduction

Sparse value-flow analysis (SVFA) is fundamental to many recent techniques to detect bugs statically,
such as null pointer dereference and memory leak [7, 11, 37, 44-46, 56, 57, 59, 62, 64, 66, 68, 69],
which can be modeled as the source-sink problem [44]. Compared with symbolic execution [5, 10, 61]
and data-flow analysis [2, 3, 25, 33, 38, 39], SVFA has demonstrated its high precision and scalability
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in analyzing large-scale projects. These benefits stem from modeling data dependencies in a Sparse
Value-Flow Graph (SVFG), which avoids value propagation along irrelevant control-flow paths.
Despite significant advancements, pointer analysis, the prerequisite for discovering implicit data
dependencies and thus building an SVFG, remains the scalability bottleneck when applying SVFA
at an industrial scale [45, 69]. Our experiments revealed that FaLcon [69], though considered
state-of-the-art, failed to complete pointer analysis for MariaDB, a project with millions of lines of
code, even after running for over 12 hours. This cost stems not only from the intrinsic complexity
of pointer analysis but also from the need for path sensitivity, which is essential for practical
SVFA-based bug detection [64]. When path-sensitive pointer analysis is enforced, it exacerbates
the scalability challenges for SVFA significantly.

1.1 Existing Studies

Prior efforts to improve SVFA performance by mitigating pointer analysis overhead fall into two
categories. The first category, known as the layered approach [4, 7, 13, 15, 24, 32, 56, 63, 68],
employs a less precise but more scalable pointer analysis as a pre-analysis to approximate value
flows. These imprecise value flows are subsequently refined through a more precise pointer analysis.
While this strategy is generally effective, achieving path sensitivity requires the pre-analysis to
distinguish value flows associated with distinct memory objects [68]. This requirement introduces
numerous spurious value flows, causing the aliasing-path-explosion problem: a single value may
point to multiple memory locations, and a single memory location may contain multiple values.
Handling these disjunctions—enumerating all possible memory locations a pointer may reference,
determining the values that can be loaded from these locations, and solving the corresponding
constraints of the enumerations—presents a significant scalability challenge.

The second category, known as the fused approach [6, 11, 14, 43-47, 62, 64, 69], constructs value
flows on the fly, propagating points-to information sparsely. By introducing a symbolization design,
the fused approach merges values passed inter-procedurally during pointer analysis, enabling
on-demand tracking of inter-procedural value flows and guard constraints during subsequent bug
search. This design avoids exhaustively enumerating all inter-procedural value flows and solving
their constraints, thereby mitigating scalability challenges.

Although the fused approach outperforms the layered approach by mitigating the aliasing-
path-explosion problem, it still suffers from the summary-explosion problem in pointer analysis.
This problem arises from how the fused approach handles the side effects of callees—namely, the
modifications made by callees to memory passed from callers. It uses the memory layouts pointed
to by modifications as side-effect summaries and applies them by copying the memory layouts at
each callsite. This design inevitably leads to the summary-explosion problem. Specifically, when
analyzing a caller function, memory layouts copied from different callees at multiple callsites may
overlap and become conflated. This conflation results in increasingly complex memory layouts
being referenced by pointers within the caller, which in turn makes the analysis of load instructions
significantly more complicated. Additionally, the side effects associated with the caller point to
inflated memory layouts. As the bottom-up pointer analysis progresses, this inflation accumulates
and propagates, eventually compounding at an exponential rate and giving rise to the summary-
explosion problem. We elaborate on this problem in Section 2.

1.2 Our Insight

Our first insight is that accurately modeling side effects requires only identifying which memory
objects are modified, without necessarily knowing the memory layouts these modifications point
to. By discarding the memory layouts referenced by side effects, we achieve two key benefits: (1) it
prevents the inflation of potential memory layouts that a pointer may reference in the caller, thus
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avoiding complex analysis of load instructions; and (2) it prevents the accumulation and propagation
of inflated memory layouts during bottom-up pointer analysis. However, this design introduces a
challenge: if a load instruction references memory within the discarded layout, the corresponding
value flow cannot be established. To address this, we propose a novel symbolization scheme, in
which values stored in discarded memory layouts are abstracted by symbols created on demand.
Each symbol represents an access path that encodes how the corresponding value flow can later be
recovered. Base on this symbolization scheme, we construct the LSEG (Lazy Symbolic Expression
Graph), an incomplete SVFG, in which the value flows of symbols’ node remain unresolved and
are lazily constructed only when required. This scheme not only avoids redundant copying of
side-effect-related layouts, thereby alleviating the summary-explosion problem, but also supports
on-demand recovery of value flows as the analysis proceeds.

Our second insight stems from the observation that, in the context of bug search, only a small
fraction of inter-procedural value flows are actually relevant. Specifically, a value flow is considered
meaningful only if it lies along a source-sink path or contributes to propagating path conditions
necessary to verify the reachability of a source-sink path. Therefore, constructing a complete SVFG
is unnecessary for bug search. However, this insight raises a challenge: when a particular value flow
is never explicitly constructed, it cannot be traversed in the SVFG, making it difficult to assess its
relevance to bug search. Inspired by the first solution, we observe that constructing inter-procedural
value flows essentially corresponds to loading a symbol’s access path through a memory layout. By
examining whether a bug source is reachable from the base pointer of an access path via its offsets
in the memory layout, we can determine whether the corresponding value flow is relevant to bug
search without the need to construct it explicitly.

To conclude, we implemented HERMES , a path-sensitive SVFA prototype that lazily resolves only
bug-relevant inter-procedural value flows. In the evaluation of 12 well-known open-source projects,
HEerMESs reported 56 bugs with a false positive rate of 16.07%, and captured all bugs detected by
FALCON, the state-of-the-art SVFA framework [69]. Regarding efficiency, HERMES demonstrates
remarkable improvement in pointer analysis, achieving an average speedup of at least 9.84x. The
acceleration becomes more pronounced as the code size increases, reaching a maximum of 87.76x.
Since HERMES constructs only inter-procedural value flows relevant to bug search, the search space
is significantly reduced, leading to an average speedup of 4.79X in the bug-search phase. Overall,
HERMEs speeds up bug detection by at least 6.80x on average, without sacrificing effectiveness.

In summary, this work makes the following contributions:

e We identify and analyze a key limitation in existing path-sensitive sparse value-flow analy-
sis—namely, the summary-explosion problem.

e We present a symbolization scheme that effectively alleviates the summary-explosion problem.
Leveraging this scheme, we construct LSEG, an incomplete SVFG, and design an algorithm
to construct the value flows necessary for bug search.

e We implement HERMES, a system that integrates our symbolization scheme and bug-search
algorithm, and evaluate it on large-scale real-world projects, demonstrating significant
improvements in efficiency without compromising effectiveness.

2 Motivating Example

This section uses an example to motivate our approach by illustrating the limitations of the state-
of-the-art fused approach and showing how HERMEs addresses them effectively.
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1 Deeper* global; 11 void fun(A* c){//obj,,
2 bool* bar(A* a) {//obj., 12 if(c->condl) {
3 init(a); 13 Deeper* d = new Deeper; //obj,
4 fun(a); 14 d->bool_p = nullptr;
5 return *(a->deeper->bool p); 15 c->deeper = d;
6 } 16 } else {
17 c->deeper = global; //obj,
7 void init(A* b) { 18 global->bool_p = &c->condl;
8 b->condl = true; ;Z %-F(c—>cond2)
° b->cond2 = false; 21 c->condl = false;
10 } % )

Fig. 1. A code snippet for motivating our approach.

—

0bjsymz 0bj;

-condl| cond2 | deeper 1 bool_p w
Cee o}
global | ~sym, bool_p |
&c->condl | = sym,

Fig. 2. Memory layout at the return site of fun (HERMES vs. the fused approach). Dark blue rectangles denote
memory values with guard constraints; light blue rectangles denote memory objects and their fields.

2.1 Summary-Explosion Problem

In the fused approach, inter-procedurally propagated values are symbolized, which simplifies inter-
procedural value propagation and thus accelerates pointer analysis. Specifically, inter-procedurally
propagated values are classified into two categories:

Auxiliary Parameter/Auxiliary Input. Since pointer analysis is performed in a bottom-up
manner, it is impossible to predetermine the memory objects to which the pointer parameters point.
Therefore, a symbolic object is created to abstract all possible memory objects. Each field of the
symbolic object stores a symbol, referred to as an auxiliary parameter, which is used to abstract all
possible values that can be loaded. Its counterpart at a callsite is referred to as an auxiliary input.

For example, in the code snippet of Figure 1, the function fun modifies the memory via the
parameter ¢. The memory layout at the end of the function fun is shown in Figure 2, where each
dark blue rectangle encodes a memory value with a guard constraint, a set of such rectangles forms
a memory value list, and each light blue rectangle denotes a memory object. The parameter c points
to a symbolic object 0bjgyn;, which abstracts all memory objects that ¢ may point to. There are
three fields in objsymz, condl1, cond2, and deeper, each of which has a memory value list associated
with it. Since the fields cond1 and cond2 are loaded at Line 12 and 20, respectively, the symbols
sym; and sym; are created as auxiliary parameters to represent the values that can be loaded from
c->condl and ¢->cond2. The corresponding auxiliary inputs at the callsite (Line 4) are the memory
values of a->cond1 and a->cond2. However, the field deeper is not loaded but directly overwritten,
so there is no need to create a symbol. Since the field ¢->cond1 is conditionally modified at Line 21,
two values are stored in the field cond1 of obj;y,,,: false when sym; holds true, and sym; otherwise.

Auxiliary Return/Auxiliary Output. From the perspective of symbolization, a function not
only has a common return value! but also auxiliary return values, which include values rewritten
into memory objects passed via actual arguments, values in the memory layout accessible by both
the common return value and the rewritten values. For example, Figure 3 (b) illustrates the memory

1A function may have multiple return instructions, each associated with a different return value. To simplify the analysis,
these return values are typically merged into a single, unified representation, referred to as the common return value.
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m—

Ubjsyml Objsyml
cond1]| cond2 | deeper cond1] cond2 | deeper

Objsvml

outsym, « cond1| cond2 | deeper »
Obfz copy S outsym, Objl copy Ob/out
bool_p bool _p bool_p

(a) Layout after calling fun(FUSED) (b) Layout after calling init(FUSED&HERMES)  (c) Layout after calling fun(HERMES)

Fig. 3. Memory layouts after callsites in the function bar (HERMES vs. the fused approach). Dark blue rectangles
denote memory values with guard constraints; light blue rectangles denote memory objects and their fields.

layout accessible by a after calling init, where the fields cond1 and cond2 of obj;,,,,; are updated
with symbols outsym, and outsym, as auxiliary outputs, and the values of b->cond1 and b->cond2
at the end of the function init are corresponding auxiliary returns.

The fused approach uses a summary-based method. At each callsite, the callee’s updates to
memory passed through actual arguments, the callee’s common return value and the memory
layout accessible from those values are all instantiated. Despite using symbolization to abstract
memory values in memory locations, it does not mitigate the explosion caused by disjunctions of
multiple memory locations pointed to by a single memory value. As a result, the summaries expand
quickly, posing scalability challenges for pointer analysis. Consider the memory layout shown in
Figure 3 (a). After calling fun at Line 4 in Figure 1, the auxiliary outputs outsyms, outsym,, and
outsym, are stored into the fields cond1, cond2, and deeper of obj,,,, in Figure 3 (a), respectively;
these auxiliary outputs abstract the values stored in the fields cond1, cond2, and deeper of objq,y,,, in
Figure 2. Similarly, the auxiliary outputs outsym. and outsym, in Figure 3 (a) abstract the values
stored in the field bool p of the objects obj; and obj, in Figure 2. Notably, outsym, points to both
0bj;_copy and obj, ., under the conditions that outsym, is true and false, respectively. Although the
disjunction seems to aid reasoning by providing constraints, the presence of symbols obscures value
details, which hinders the effective pruning of spurious edges in the memory layout. For example,
the disjunction constraint atom outsym, originates from the auxiliary return of the function init,
and its value is always true. However, under the fused approach’s on-demand strategy, its value
will not be inlined into the function bar until the bug-search phase. As a result, the spurious edge
“outsym, — objy ¢op, | moutsym;” cannot be pruned, forcing both 0bj; .,,, and 0bj; (. along with
the memory layouts that they can access, to be instantiated within the function bar. Even worse,
this bulky memory layout—along with other auxiliary returns of bar—will be further instantiated at
the callsites of bar, since outsym, is an auxiliary return of bar, resulting in the summary-explosion
problem.

Our Insight. We observe that, for pointer analysis of each caller function, it is sufficient to identify
which memory locations passed to the callee have been modified—without requiring knowledge of
the memory layouts pointed to by these modifications. Therefore, rather than copying the callee’s
exposed memory layout, HERMES models side effects symbolically—it uses symbols as placeholders
to simulate the callee’s side effects, allocates symbolic objects and symbols originating from these
placeholders on demand, and ignores the callee’s concrete memory layout entirely. This design
maximizes the extent to which disjunctions in memory layouts can be merged.

As an example, Figure 3 (c) illustrates the memory layout after calling the function fun in HERMES.
The symbol outsym, acts as a placeholder to simulate the side effect of invoking fun. A symbolic
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Fig. 4. The SVFG for functions init, bar, and fun. Solid edges represent intra-procedural data dependencies,
while dotted and dash-dot edges encode inter-procedural data dependencies. Specifically, dotted edges denote
value flows relevant to bug search, which HERMESs constructs lazily during the bug search phase. Dash-dot
edges represent value flows irrelevant to bug search and are constructed solely by the fused approach. Each
node displays its associated value within a blue box and its node type within a white box. The edge labels
indicate that the value flows are valid only when the labeled expressions evaluate to true.

object, obj,,;, is allocated to merge the different memory objects pointed to by this symbol. In this
case, 0bj; ¢,y and obj, oy, in Figure 3 (a) are merged into obj,,, in Figure 3 (c). It is important to
note that memory layouts are loaded on demand in our approach. At the program point before Line
5, the memory layout within the dashed box in Figure 3 (c) has not yet been created. Only after
Line 5 is executed, obj,,, is allocated, and outsym; is subsequently created and loaded on demand.

This design significantly simplifies both the construction and application of summaries. At each
callsite, the pointer analysis only needs to identify the memory locations where symbols should be
stored to simulate side effects. This eliminates the need to traverse memory layouts during summary
construction and avoids duplicating them when applying summaries. More importantly, by avoiding
the propagation of disjunctions in memory layouts from callees to callers, the memory layout
accessed by pointers in the caller function becomes more compact. Consequently, the processing of
load instructions, which often constitutes a considerable share of the total pointer analysis time, is
significantly faster. In our experiments on million-line codebases, HERMES spends less than 2% of
the time required by the fused approach to handle load instructions.

It is worth noting that this design defers the construction of symbol mappings—specifically,
the mappings between auxiliary returns and auxiliary outputs, as well as between auxiliary pa-
rameters and auxiliary inputs. As a result, HERMES does not construct inter-procedural value
flows during pointer analysis, but instead lazily resolves them during the bug search phase. We
provide a detailed explanation in Section 2.2 and Section 3. For clarity, we refer to the SVFG nodes
corresponding to these four types of symbols as interface nodes, as they serve as interfaces for
value flows across different functions. We use “resolving a symbol/interface node” to denote the
process of constructing inter-procedural value flows between a symbol (or interface node) and its
corresponding counterpart.

2.2 Redundant Node Resolving

In the fused approach design, at each callsite, the mappings between all auxiliary returns and auxil-
iary outputs, as well as those between auxiliary parameters and auxiliary inputs, are constructed
to build a complete SVFG. For example, Figure 4 illustrates a complete SVFG built by FarLcon for
the functions in Figure 1. The figure also shows the SVFG built by HERMES, which shares all nodes
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but omits the dash-dot edges that are specific to FaLcon. In this graph, we can observe an NPD
(Null Pointer Dereference) source-sink path 2)—(16§—(12—(8). Beyond that, five auxiliary-return
nodes ((2), (3), 19, @0, and (19)) and two auxiliary-input nodes ((9) and 10)) are resolved in the
fused approach. Among these seven resolved nodes, four ((3), 10), @5, and (19) are irrelevant to the
bug search, as they neither form edges along the source-sink path nor propagate path conditions
required to verify its reachability. Consequently, the effort spent resolving these nodes is wasted.

Moreover, resolving all auxiliary inputs and auxiliary returns can be extremely expensive. Taking
auxiliary inputs as an example, each represents an access path that is read by a direct or indirect
callee. When the access path goes deep, it may lead to the aliasing-path-explosion problem. Given
an argument a and an auxiliary input with an access path a->b->c, resolving this auxiliary intput
first requires resolving the possible values of a->b. Since a may point to multiple memory locations,
and each location’s field b may store multiple values, we obtain a series of guarded values: [(valj,
condy), ..., (val,, cond,)]. For each guarded value (val;, cond;), we then need to resolve val;->c under
the precondition cond;, in order to complete the resolving of a->b->c. That is, not only can the
number of guarded values grow exponentially with each level of the access path, but the associated
path conditions also become increasingly complex. It is clearly unwise to exhaustively resolve all
auxiliary inputs at every callsite, as well as all auxiliary returns.

Our Insight. Through our symbolization scheme, HERMES first defers all the resolving of auxiliary
inputs and returns, and then lazily resolves them during the bug-search phase, ensuring that only
nodes related to the bug search are resolved.

For example, we can obtain an LSEG based on our symbolization scheme, as shown in Figure 4,
with all redundant data dependencies discarded, since they are solely constructed by the fused
approach. Solid edges representing intra-procedural value flows are generated during pointer
analysis of HERMEs, while dotted edges are created lazily during bug search. Additionally, all the
interface nodes are explicitly labeled to indicate the callsite from which they originate. For instance,
the node corresponding to the value outsym, is an auxiliary output node derived from the callsite
of init. For simplicity, we only show the dereference site node of a->deeper->bool_p.

We now explain how lazy data dependence is established. During pointer analysis, all side effects
are modeled using our symbolization scheme. For example, to model the side effects of the callee
fun at Line 4 in Figure 1, the field deeper of the memory object obj;,,,,; is updated, and the symbol
outsym, is stored as an auxiliary output, as illustrated in Figure 3 (c). Then, through the load
instruction at Line 5, we create a symbolic object obj,,, pointed to by outsym,, and generate another
auxiliary output symbol outsyms, which is stored within obj,,,. In this on-demand process, the
data dependencies of all symbols remain uninitialized, and are established only when necessary.
In the subsequent bug search phase, when the analysis reaches the function fun, we begin by
traversing the memory layout pointed to by its side effect, searching for auxiliary returns that
could serve as bug sources. In this example, as shown in Figure 2, the field c¢->deeper contains an
auxiliary-return value d, which can access a null pointer (the source of the NPD) via the access
path d->bool_p. Thus, we record the access path c->deeper->bool_p and create the corresponding
auxiliary-return node (16), constructing the value-flow path )—(@6) from the source node of the
NPD to the auxiliary-return node. Then we make this value-flow path a summary, capturing how a
source node can be returned from the callee fun. When the bug search reaches function bar, the
recorded summary is applied, establishing a value flow (16—@2 from the auxiliary-return node
to its corresponding auxiliary-output node via the recorded access path, as shown in Figure 4.
The bug search then continues from the auxiliary-output node (12 to the dereference-site node (8),
ultimately discovering the full source-sink path: @)—(@16—12—(8). To verify the reachability of this
path, the analysis collects the path condition along the path—specifically, the symbol sym,, whose
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Program P:=F+ Function F := f(v1,02,...,){S; }
Statements S := v =alloc(szy,...,5zn) | 01 =¢((v1,01),...,(On,0n)) | p=GEP(qk)
| vy =uniopvs | vy =vpbinopvs | =xq=p | p=xq | return
| call(v,0z,...) | if(..) {8} else {Sp;} | S

Fig. 5. The syntax of the language.

corresponding auxiliary-parameter node is (3. Since its data dependence is unresolved, we lazily
resolve the corresponding auxiliary-input node (9), which originates from an auxiliary-output node
(5) at the callsite of init. Further on-demand interface-node resolving reveals that the condition
encoded by node (5) evaluates to true, and the NPD bug is successfully detected.

In summary, we first use symbols to simulate the memory side effects of callee functions, creating
symbolic objects and their internal symbols on demand to avoid copying memory layouts. Second,
we avoid exhaustive interface-node resolving by lazily loading them and thus establishing value
flows during bug search, thereby further enhancing the scalability of SVFA-based bug detection.

3 Approach

In this section, we formally present the design of our method. We first perform symbolization-
based pointer analysis to construct an incomplete SVFG, namely the LSEG, by abstracting inter-
procedurally passed values with a symbolization scheme. Then, we introduce a summary-based
bug search algorithm that operates on the LSEG, resolving only bug-relevant value flows.

3.1 Preliminaries

3.1.1 Language. To formally introduce our method, we define a C-like static single-assignment (SSA)
language, as illustrated in Figure 5. In this context, uniop and binop represent unary and binary
operations, respectively, and we omit specific details as they are not relevant to the subsequent
formalization. The alloc statement is used to allocate memory. Its operand is an array of type
sizes since the size of an aggregate type can be decomposed into a series of atomic type sizes.
Without loss of generality, all call statements do not return values directly. Instead, return values
are obtained through arguments. For example,‘r = call();” is semantically equal to “call(arg); r =
*arg;”. The semantics of GEP(p, k) is to get the pointer to the k-th element of memory pointed to by
p. The semantics of other statements are standard and thus omitted. The language has no looping
semantics, meaning it is bounded. This standard setting in the bug-finding system follows the fused
approach [69]. In our experiments, we unroll loops twice to satisfy the boundedness of programs.

3.1.2  Abstract Domains. To formally define our symbolization-based pointer analysis, we introduce
a series of concepts and domains, as listed in Table 1. The domain S consists of symbols generated
during pointer analysis, divided into two subsets: Syaram and S,z The subset Spgram includes both
auxiliary and formal parameters, where the formal parameters are symbolic representations that
abstract all possible actual arguments. The subset S,,; contains auxiliary outputs. The symbols in
S, together with the program values, constitute the domain V. The domain O is used to represent
the memory objects allocated during pointer analysis, among which O, denotes the concrete
objects created when handling the alloc statements. Ogy,,, Which consists of the two subsets O; ym,,
and Ogym,, denotes the symbolic memory objects pointed to by the parameters in Spaqm and the
auxiliary outputs in Sy, respectively. £Symp, Lsym,, and Lo, denote the locators of the objects in
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Table 1. The abstract domains and their meanings.

Notation Definition Meaning
) _ Set of symbols generated during pointer analysis, including
S: Symbol S = Sparam U Sout parameter symbols Sparam and auxiliary output symbols Soyt.
V: Value VoS Domain of program values, extended with all symbols in S.
. 0= Set of memory objects allocated during pointer analysis, including
O: Object . Lo
Osy,,,p U Osym,, U Ocon | concrete objects Ocon and symbolic objects Osymp, Osym, -
L: Locator L= Set of locators; each locator identifies a field inside some object in O.
Lsymp U -Lsymo U 'LCDH
¥: Guard ¥ = Fml (V) Set of first-order formulas over values V, used as path conditions.
S: Store S: L2 VXY Store S mapping each locatcfr I to a set of guarded values (v, @)
stored at that memory location.
L: Location L:f s OxN Location L ?nappmg.each locator [ to the object it belongs to and the
corresponding field index.
E: Environment By 2 Lx¥ Environment E mapping each value v to guarded locators (1, ¢) that

it may point to.

Control dependence C mapping each statement to the guard under

C: Control dependence |C: Stmt— ¥ L.
which it executes.

Pxw Guarded value-flow relation D, where (o2, ¢) € D(v) indicates a
D: Data dependence D:Vi>2 @ .
data dependence v; — o, (i.e., v; may flow to v, under guard ¢).

Side-effect summary M mapping each function f to the set of

. Ly
M: Side-effect : ymp . .
ide-effect summary | M: F > 2 symbolic parameter locators that may be modified by f.

Oy ym, Osymo, and Oop, respectively, and each locator locates a field within an object. ¥ represents
the set of first-order logic expressions formed by values v € V and logical operators.

Location L maps a locator [ to the object it belongs to and its field index. C records the results
of control-dependence analysis, mapping each statement to the guard under which it executes. In
contrast, D captures data dependencies between values. Unlike C, which is given as input, D is
constructed and updated during pointer analysis. E and S are two key data structures in pointer
analysis: E records the guarded object locators pointed to by values, and S records the guarded
values stored within object locators.

Solve, (S(1)) = {(v, 7 A 9) | (v, 1) € S(I), Sat(x A @)}
Solve, (B(v)) = {(L w A ) | (I, ) € E(v), Sat(rr A )}
Loadp(val, off,. . .., off,) = Loadap(Loadap(val, off,. ..., off,_,). off,)
Loadap(val, ofp) = {(0,8) | (0,5) € Solvex(S(Liop)), (I, 1) € Solve,(E(")), (v, ¢) € val}

We also define operators to facilitate pointer analysis. For operator Solve, Sat performs constraint
solving, using several simple yet effective rules to reject obviously unsatisfiable constraints [45, 69].
Constraints that cannot be immediately denied are tentatively considered satisfiable and are
solved using an SMT solver at the bug-search phase. Additionally, we define a recursive operator
Loadap to query the data dependence of an access path, in which [, is a notation satisfying
0; = 0j A k = off; — off; where (0, off;) = L(l) and (0, off;) = L(l1x). With these preliminaries, we
now describe our symbolization-based pointer analysis.

3.2 Symbolization-Based Pointer Analysis

The rules regarding the pointer analysis are listed in Figure 6. For clarity, we use E[v + locs] to
denote that the mapping of v in E is updated to locs. In contrast, E[v 3 locs] indicates that each
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@s = C(s)
s:o=alloc(szy,..., szp)  @s =C(s) s 09 = ¢((v1,01), ..., (vn, @n))
A1roc
L2 {(ll’ (OS> 0))5 RRX} (ln’ (035 szn—l))} E [UO = Ulr'lzl SOlZ)e(pi/\(PS (E(Ul))]
Efo = {(l1, 05)}]
S:0= *q
s:p=GEP(q.k) C(s) =g q € Sparam  |E(q)| =0
GEP L -1
Elp — {(r ) | (L ¢) € Solvey, (E(q)}] Elq— ((AllocSymObject(q), true)}] -0
s:to=xq @s=C(s)
sixg=0 g5 =C(s) (L g) € Solve,, (B(q))
(1, ) € Solvey, (E(q)) STORE 1¢ Leon IS(DI=0 LoAD.2
Sl (o, )} UL, ") € SO | [E(g)| > 1}] S[l = {(AllocSym(l), true)}]
M fun 2 (L]l € Loymy 1
S$:0=%q s = C(s) (I, p) € Solvey (E(q))  (vi, ) € Solvey (S(1))
Loan-3
E [v; — {(AllocSymObject(v;), true) |v; € S, |E(v;)| = 0}]
D [v; 2 {(v, 7)}]
s:call(arg,,...,arg,) (f,8) € resolveCallee(s) s:o=xq @s=C(s)
(paramy, offy, ..., offi) & smry € M(f) (I, ¢) € Solvey (E(q))
(v,¢) € Loadap({(argi,6)}, offy, .. ., offic_1) (v, ) € Solve, (S(1))
sym = AllocSym(smry) (I, ) € Solve, (E(v)) (I',8) € Solve, (E(v')) LoaDed
Sllog, = {(sym, m)}] Efo 2{(l,0)}]

M fun 3 {Lyof, | Liofr, € Lsym,}]
Fig. 6. Basic rules for updating E and S.

element in locs is added to the existing mapping of v in E. Similarly, M — locs denotes that M is
updated to locs, while M 3 locs indicates that each element in locs is added to M.

The handling of Arroc, PHI, and GEP instructions follows standard practices. Rules related to
symbolization are applied during the handling of store, load, and call instructions. In particular,
by applying Loap-1 through LoAD-4 in sequence, symbolic objects and symbols are allocated on
demand to abstract concrete objects and program values propagated inter-procedurally. The rules
Store and CALL are responsible for generating side-effect summaries and applying them at callsites.

3.2.1 Symbolization. The rule Loap-1 handles cases where there is no record of the loaded pa-
rameter pointer in E. In such cases, a symbolic object is allocated to abstract all concrete objects
that the parameter may point to. For example, when encountering the load statement at Line 12 in
Figure 1, the object 0bj;,,,, is allocated for the loaded parameter pointer ¢ as shown in Figure 2.

The rule Loap-2 handles cases where there is no record of the loaded symbolic locator in S. In
such cases, a symbol is allocated: this symbol denotes an auxiliary parameter when the symbolic
object of the locator abstracts objects passed from a parameter and an auxiliary output when the
symbolic object of the locator abstracts objects returned by a callee function. For example, upon
encountering the load statement at Line 20 in Figure 1, the symbol sym, is allocated for the field
cond2 of obj,,,,, as an auxiliary parameter, as shown in Figure 2. Similarly, when encountering the
load statement at Line 5 in Figure 1, the symbol outsym; is allocated for the field bool_p of obj,,,; as
an auxiliary output, as shown in Figure 3(c).
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The rule LoaD-3 establishes value flows for each guarded value obtained by querying E and
S. Additionally, if the value is a pointer symbol with no existing record in E, a symbolic object is
allocated for it. For example, when encountering the Load statement a->deeper at Line 5 in Figure 1,
the symbolic object obj,,, is allocated for the loaded symbol outsym,, as illustrated in Figure 3(c).
This ensures that the environment E is correctly updated when applying the rule Loap-4, which is
adopted from the fused approach and facilitates sparse propagation of points-to information.

REMARK 3.1. LoADp-1, LoaD-2, and LoAD-3 specify how symbols and symbolic objects are allocated
on demand. Each symbol points to a unique symbolic locator recorded in E (LoaDp-1, Loap-3). Each
symbolic object locator stores at most one corresponding symbol (LoAD-2). Locators within the
same object can reach each other through an offset. As a result, each symbol corresponds to a
unique access path, which dictates how it can be resolved. For example, the auxiliary parameter
sym, in Figure 2 corresponds to the access path c->cond2. Specifically, if a symbol denotes an
auxiliary parameter, the base pointer of the access path is a formal parameter. If a symbol denotes
an auxiliary output, the base pointer is a symbol allocated by applying side-effect summary.

3.2.2 Side-Effect Summary. As explained in Section 2, the fused approach suffers from the summary-
explosion problem due to exhaustive duplication of the memory layout. In response, our summary
records only modifications to memory objects passed to callee functions, excluding the memory
layout that is accessible from the modifications. When the modifications are loaded within the caller
function, HERMES only generates symbols on demand by applying the rule Loap-2 and LoAaD-3.
These symbols, referred to as auxiliary outputs, have their data dependencies (the corresponding
auxiliary returns) left unresolved. Through this summary design, we avoid exhaustive duplication
of the memory layout accessible from callsite output values, encapsulating pointer analysis for
every single function, thus ensuring the efficiency of pointer analysis.

The summary generation is driven by updates to the abstract domain S via the rules STORE and
CaLL. Specifically, whenever a value is stored in an object locator belonging to Lym,, it indicates
that memory objects passed in by parameters have been modified. Thus, the locator is added to
the side-effect summary M associated with the current function fun, as shown in the rule STORE
and CaLL. For example, in the function fun in Figure 1 and its memory layout in Figure 2, the
fields deeper and cond1 of obj;,,,,, are added to M(fun) as side-effect summaries, because they are
modified by the store statements at Line 15, 17 and 21 in Figure 1.

The summary application is defined in the rule Cari. For each potential callee f; its side-
effect summary M(f) is queried. For each locator in the summary, we compute its access path
[param;, off;, ..., offi], where param; denotes the i-th formal parameter of the callee f. The com-
putation of the access path is trivial and can be derived from the Remark 3.1, so we omit the
details. The operator Loadap takes the access path as input to calculate the locators modified by
the callee—specifically, those pointed to by values of arg;->off;-> ... ->off._; plus the offset off;.
Since these locators represent the targets of the side effect, a symbol is then allocated and stored in
them. Consider Line 4 in Figure 1. For c->deeper, one of the side-effect summaries of the callee fun,
outsym, is allocated and stored in the field deeper of the object pointed to by a, namely obj;,,,;.

REMARK 3.2. By leveraging side-effect summaries, HERMES enables modular and efficient bottom-
up pointer analysis. Unlike prior approaches, HERMES avoids eager inter-procedural propagation
of points-to information and data dependencies, and instead captures such propagation symbol-
ically—using symbols and symbolic objects to abstract inter-procedurally propagated program
values and concrete objects, respectively.

Using the above rules, HERMEs efficiently performs path-sensitive, field-sensitive, and context-
sensitive symbolization-based pointer analysis. LoaD-1 and CALL initialize the foundation of
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symbolization by modeling all formal parameters and callee side effects as symbols—these symbols
serve as entry points for accessing the other inter-procedurally propagated values, including
auxiliary parameters and auxiliary outputs. Building on this foundation, LoAp-2 and Loap-3
allocate symbols and symbolic objects on demand, thereby abstracting all inter-procedural values
into symbols. When constructing value flows via LoaDp-3, all flows are built between symbols and
intra-procedural program values, and each symbol is tied to a unique access path that enables their
resolving when needed. As a result, HERMEs does not eagerly build inter-procedural value flows,
but leaves their construction to the bug search phase.

REMARK 3.3. Constructing inter-procedural value flows, i.e., resolving the data dependencies of
symbols, amounts to performing load operations along their access paths. This process, implemented
via the operator Loadp, can trigger a rapid performance explosion: a single value may point to
multiple guarded object locators, each of which may store multiple guarded values. To resolve
deeper levels, the analysis must enumerate all guarded locators reached by the guarded values from
the previous level, as well as the guarded values within those locators. As the path depth increases,
the number of disjunction cases grows exponentially, and reasoning over them can incur significant
overhead. HERMES avoids this cost by resolving symbols only when necessary for bug search.

3.3 Summary-Based Bug Search

HERrMEs conducts bug search in a summary-based manner, following the standard setup of SVFA-
based bug search frameworks [69]. However, the SVFG constructed by HERMEsS—based on the rules
in Figure 6—does not directly support traditional summary-based bug search, since it does not
construct inter-procedural value flows. We first introduce the Symbolic Expression Graph (SEG),
which serves as the SVFG instance in the fused approach, along with its associated summary-based
bug search algorithm. Then, we explain how LSEG—the incomplete SVFG built by HERMEs—is
adapted to summary-based bug search by incrementally constructing inter-procedural value flows.

3.3.1 Preliminaries.

DEFINITION 3.1 (Symbolic Expression Graph). The Symbolic Expression Graph for a program P,
which is an instance of SVFG adopted by the fused approach, is (N, &y, &, Lg), where:

e The set N comprises all nodes in the graph. A node in N either represents a variable defined
by a program statement or serves as an interface node. The interface nodes include parameter
nodes (representing formal and auxiliary parameters), input nodes (nodes corresponding to
parameter nodes), auxiliary-return nodes, and auxiliary-output nodes, denoted as Nparam.
Nin, Nyer, and Noyye, respectively. The value flows associated with these interface nodes are
fully resolved. For clarity, N7 is used to denote the set of nodes in a function f.

e n; — ny € & € N X N represents a value flow, or data dependence.

e n; — ny € & € N X N encodes the control dependence in the graph, depicting that n; is
reachable if and only if n;, is satisfiable.

e [ ; maps each value flow in &; to the constraint ¢ € { under which the value flow holds.

ExampPLE 3.1. Figure 4 shows the SEG constructed from the code in Figure 1. All nodes in the
graph form the set N, all types of data dependence edges collectively form &, and the guard
constraints associated with these edges are recorded in L.

DEFINITION 3.2 (Source-Sink Specification). A source-sink specification 7 is a triplet (0., Osink,
Oreach) that describes the properties of a bug. The predicates oy, and oy;,x take nodes from the
SEG as input and determine whether a given node represents a source or a sink, respectively. The
indicator 8yeqch is a boolean flag that determines the reachability condition for the bug:
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o If Syeqcn is true, a bug occurs when there exists a reachable value-flow path from a source
node to a sink node. This type of bug is referred to as the source-must-not-sink bug.

® If §yeqcn is false, a bug occurs when a value-flow path originating from a source node fails to
reach a corresponding sink node. This type of bug is referred to as the source-must-sink bug.

ExamPLE 3.2. For the NPD (Null Pointer Dereference) bug, os,.(v) holds iff v is a null pointer
assignment, g,k (v) holds iff v is a load instruction that dereferences a pointer, and §yeqcp is true.
For the ML (Memory Leak) bug, o,,.(v) holds iff v is a heap allocation, o,k (v) holds iff v is a
memory deallocation, and &,eqcp is false.

DEFINITION 3.3 (Static Bug Check). Given a SEG (N, &4, E., L4) and a bug specification 7 =
(Osres Osinks Oreach) of a program P, for any path & = n; ~» ni we define its path condition

@, = (k/_\l Lg(n; — ni+1)) A (/k\ A nc) A Osre(n1) A Osink (ng).
i=1

i=1 n.e{n|n;—neé.}

Let Sat(-) and Valid(-) denote satisfiability and validity, respectively. Then the static bug check is
defined as follows:

® If §,cqch = true (source-must-not-sink bug), a bug is detected when there exists a path 7 such
that Sat(®,,), i.e., some feasible path connects a source node to a sink node.

o If 8,¢qch = false (source-must-sink bug), a bug is detected when there exists a source node
ngre such that —Valid(\/,,, ®n,cwnyy ), i-€., under some feasible path the source node fails
to reach any sink.

ExamMPLE 3.3. Given the NPD specification 7 = (0gc, Osink> Oreach) in Example 3.2 with Syeqch, = true,
the path = =¢)—(19—12—(8) in Figure 4 is identified as an NPD bug according to Definition 3.3,
because its path condition @, is satisfiable: (i) g, holds at node @1); (ii) oinx holds at node (8); and
(iii) the control dependence along & are met (in particular, the constraint on sym; holds with node
(13 evaluating to true). Equivalently, a source node reaches a sink node along a feasible path.

3.3.2 Traditional Summary-Based Bug Search.

DEFINITION 3.4 (Function Summary).

o Input Summary. Given a source-sink specification 7(0sy¢, Osinks Oreach), an input summary of
a function f is a value-flow path n; ~» ny, where n; € le;mm is a parameter node of f and
Osink (nk) = true, indicating that ny is a sink node.

o Output Summary. Given a source-sink specification 7(0src, Osinks Oreach)s anl output summary
of a function f is a value-flow path n; ~» ny, where og.c(n;) = true, indicating that n; is a
source node, and ny € Nr]:,t is a auxiliary-return node of f.

e Transfer Summary. A transfer summary of a function f is a value-flow path n; ~» ny, where

ny € Ngmm is a parameter node of f and ny € N

“e; is a auxiliary-return node of f.

ExampLE 3.4. In Figure 4, the path 13—(8) is a transfer summary, capturing how the callee returns
a parameter. The path 2)—(16) is an output summary for NPD detection, capturing how a nullptr
flows to the return. For clarity, many dereference sites are omitted from Figure 4, but they can be
observed in Figure 1, where every function parameter is dereferenced. Thus, input summaries exist
for all parameters.

Algorithm 1 (excluding Line 4) illustrates the standard summary-based bug search procedure on
the SEG. To make it applicable to the LSEG, Line 4 is added to construct inter-procedural value
flows relevant to bug search. We elaborate on this in Section 3.3.3.
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Algorithm 1: Algorithm for bug search while creating and utilizing summary

1 toCheck = [ ];// list of source-sink paths to check; 17 if node € N'J;t then

2 Function BugSearch(r, G): 1 L createOutputSmry(trace);

3 for fin bottom-up order do 19 // Use transfer summaries and edges in E4 for traversal;

4 ResolveFlows(f, G) // inserted when G is a LSEG; 20 /! 8; = Eq U {(nin, nout) € Ni X Niu | 3 nparam > Nret}s
5 forn e {n e N | 8spc(n)} do 21 for node — chlid € &, do

6 L SearchFromSrc (n, []); 22 L SearchFromSrc (child, trace);

7 forne {ne N{m | hasOutputSmry(n)} do 23 Function SearchFromParam(node, trace):

8 | SearchFromsrc (n, getOutputSmry(n)); 24 trace « trace + [node];

9 forn e Nz,;mm do 25 if Ssinx (node) then

10 L SearchFromParam (n, [1); 26 L createInputSmry(trace);

27 if node € Nﬁ; A hasInputSmry(node) then

1 Function SearchFromSrc(node, trace): 28 L createlnputSmry(trace + getInputSmry(node));

12 trace « trace + [node];

1 if 84,5 (node) then 29 if node € N, then

ret

“ Ltocheck — toCheck + [trace]: 30 LcreateTransferSmry(trace);
for node — chlid € &% do
if node € N’ A hasInputs de) th o d
s 1 node in A\ hasInputsmry(node) then 32 LSearchFromParam (child, trace);

16 L toCheck 1 trace + getInputSmry(node);

In bottom-up bug search, two types of nodes are selected as the starting points to search for
each analyzing function f. The first type includes source nodes—either those identified by the
predicate oy, or auxiliary-output nodes whose corresponding auxiliary-return nodes have output
summaries. The second type consists of parameter nodes, which may propagate bug sources. For
example, when detecting NPD, the null pointer assignment at Line 14 in Figure 1 is identified as a
first-type node. The auxiliary-output node of a->deeper->bool_p is also identified as a first-type
node, as its corresponding auxiliary-return node has an output summary returning nullptr. The
nodes corresponding to the parameter a and auxiliary parameter a->deeper in the function bar are
identified as second-type nodes, which may serve to transfer bug sources.

During searching from the first-type nodes (Line 6 and Line 8), encountering a sink node yields a
source-sink value-flow path, which is added to the toCheck list (Line 14). This list records all source-
sink value-flow paths, which can ultimately be input for bug validation following the Definition 3.3.
When the search reaches the function boundary, specifically an input node or an auxiliary-return
node, the input summary is applied to stitch together a source-sink value-flow path (Line 16), and
an output summary is generated (Line 18), respectively.

The reason for starting the search from parameter nodes is to generate input and transfer
summaries. When a sink node is encountered, an input summary for a parameter node is generated
(Line 26). If an input node is reached and its corresponding parameter node in the callee has an
input summary, a new input summary is created accordingly (Line 28). When the search reaches a
auxiliary-return node, a transfer summary is generated (Line 30).

As can be observed, Algorithm 1 presupposes that the auxiliary-input and auxiliary-return nodes
have been resolved, e.g., the creation of the input summary requires the auxiliary-input nodes to be
resolved (Line 28), and the creation of the output summary requires the return node to be resolved
(Line 18). As described in Remark 3.3, the overhead of resolving all these nodes is prohibitively
high and unnecessary. Our insight is that only two types of interface nodes require resolving: (1)
those involved in source-sink transfer (intermediate nodes along a source-sink path), and (2) those
involved in source-sink reachability (nodes whose data dependencies serve as path conditions).
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Algorithm 2: Algorithm for resolving source-sink transfer node

1 Function ResolveFlows(f, G): 28 Function buildVAGWithoutAP (o, f, G):

2 | G=(N,Eq,Ec. La); Outye e 0; 2 | ap = (ptr,offy, ... off); G = (Ni, Na, &, £);
3 for (callsite, callee) of f in topological order do 30 n < node0Of (v);

4 InSmry, TranSmry, OutSmry = getSmry(callee); 31 if n € Ni U N, then

5 for ng,c v nyer € OutSmry do 32 Lreturn;

6 Nout < mapping of nyes; 33 | if trackToKey(n, f) then

7 ;Outsrc 3 nous; ” LNk Jn

8 for npgram ~> n € InSmry U TranSmry do 35 if v € Sy then

o ap = (p(:zram,-, Offlj Rl Offk)f_ gEtANP("P“’“’”); 36 if 3s derived from v, nodeOf(s) € Outy,
10 G(—(Nk<—(D,Na<—®,8<T@,£<—®); 3 then

11 buildVAGWithAP(arg;, ap,0,G); 38 Lap — (0, offy, - off);

12 Nin < mapping of Nparam; 39 buildVAGWithAP (o, ap, k, G),

13 for (v, ) € Loadap({arg:}, offy. --., oﬁ"k,é) do 10 return:

14 n’ « nodeOf(v);

15 &4, La 3 (0, nin), (0, nin), 9); @ | if 0 € Sparay then

16 if npgram ~» n € TranSmry then @ Lreturn;

17 Nout — mapping of n; 43 for off that is valid do

18 Outge I Nour; 44 val «— Loadrs (v, off);

B 45 for o’ € val do

N P 5 € W(f)) do 46 buildVAGWithoutAP(v’, G);
2 G (Np e 0Ny — 0,8 — 0,8 — 0); v m' = node0f (¢/);
21 ny < nodeOf(v); 8 if n’ € NjcU N then
22 buildVAGWi thoutAP (o, f, G); “9 [ Na & L3 n (1), ((no '), of;
23 for ny ~> ng € G whereny, € Nk do =

2 Nyt — mapping Of(l,...,.i((nk_l,nk))); 50 Function trackToKey(n, f):

2 for (¢, ¢) € Loadsp ({0}, .oy L (1, nx)). G) dot | if I o n, ore(n’) vV n' € Outye U Kfaram then
26 n’ « node0f(v’); 52 L return true;

27 Léda -ﬁd 2 (7, nrer), (0, nper), @); 53 ;returnfalse»

Next, we give the definition of LSEG and introduce how to augment it by invoking ResolveFlows
(Algorithm 1, Line 4), so that LSEG can be adapted to traditional summary-based bug search.

3.3.3 Lazy Node Resolving.

DEFINITION 3.5 (Lazy Symbolic Expression Graph). The Lazy Symbolic Expression Graph G
for a program P, denoted as (N Sd, 80, .[:d) is a subgraph of the SEG (N, &4, E¢, L4), where
(N \N) € (Nin U Nyer), with edges E4 C &4, E: C ., and labels £, € L. This implies that
interface nodes that are irrelevant to bug search and their value flows are discarded from the LSEG
while remaining in the SEG. Before bug search, (NV'\ N = (NinUNyer). As the bug search advances,
the bug-related interface nodes and their value flows are progressively incorporated into the LSEG.

ExamPLE 3.5. Figure 4 shows the LSEG constructed for the code in Figure 1. Before bug search
begins, the graph contains only an intra-procedural value flow @2—(8), and none of nodes from
Nier or Ni, are present. As bug search proceeds, interface nodes relevant to bug search—i.e., (16,
@, and (2)—are resolved and added to N. Their associated value flows are then added to Sd, with
corresponding guard constraints recorded in Ly

Algorithm 1 reveals that only interface nodes related to source-sink transfer directly impact the
bug search process, whereas those related solely to source-sink reachability do not. Accordingly, we
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first resolve the interface nodes related to source-sink transfer to ensure that toCheck in Algorithm 1
is complete. Then, interface nodes related to source-sink reachability are resolved according to
Definition 3.3. However, a paradox arises: determining which interface nodes are involved in
source-sink transfer requires knowledge of the value flows of all interface nodes—without such
knowledge, their relevance to source-sink transfer cannot be established through graph traversal.
This requirement directly contradicts our goal of resolving only those nodes that are relevant to
bug search. We observe that resolving an interface node amounts to performing a load operation
on its access path (see Remark 3.1 and Loadsp). As discussed in Section 2.2, such operation is a
computation process of state explosion, primarily because the computation of the same value under
different guard constraints cannot be merged. As the access path deepens, constraints multiply and
become more complex, making even lightweight constraint solving expensive. Our insight is that
flow-sensitive points-to information—easily derived from path-sensitive pointer analysis—can be
used to prune during loading an access path, thus accelerating interface-node resolving. Next, we
introduce the Value Access Graph (VAG), explain how to construct it using flow-sensitive queries,
and present a pruning strategy guided by VAG.

DEFINITION 3.6 (Value Access Graph). The Value Access Graph G, which encodes value access
relation at a program point p, is (Ng, Ng, &, L), where:

e N and N, are subsets of AV in LSEG, representing two types of nodes. Ny includes key nodes
that satisfy certain properties, such as those identified by og.. /(/a includes nodes whose
values can access those of nodes in Nj via the memory layout at p. For example, in Figure 2,
d can access nullptr. Thus, the node of d belongs to N, if the node of nullptr belongs to N.

en —oneé&C (/(/k U /(/a) X (/(/k U /(/a) represents an access path between values.

e £ maps each edge in & to an offset. For example, in Figure 2, the edge from the node of d to
the node of nullptr is labeled by bool_p, because d could access nullptr by offset bool_p.

Algorithm 2 defines the function ResolveFlows, which is invoked at Line 4 in Algorithm 1. It
describes how source-sink transfer interface nodes in LSEG are lazily resolved, and how the VAG is
leveraged to prune disjunction cases during loading an access path. When performing bottom-up bug
search, for each analyzing function f (Algorithm 1, Line 3), we assume the summaries for all callee
functions (i.e., input summary, output summary, and transfer summary) are complete (Algorithm 2,
Line 4). If we can establish all summaries for f and detect all the source-sink paths within the
function f, then our approach is self-consistent.

We begin by describing how to construct the necessary value flows for auxiliary-input nodes. This
is handled in the for-loop at Line 8 of Algorithm 2, which traverses input and transfer summaries
Nparam ~ n for each callsite in the topological order of basic blocks within f. For each parameter
node nparam, its corresponding access path is given by (param, off;, ..., off;), where param; denotes
the i-th formal parameter of the callee. This access path indicates how the auxiliary-input node
should be resolved. Since only value flows relevant to source-sink transfer are needed, we construct
a VAG indexed by the access path (Line 11). The definition of buildVAGWithAP is omitted, as
it largely mirrors buildVAGWithoutAP. Like the latter, buildVAGWithAP leverages flow-sensitive
pointer analysis to retrieve load results for each access step without constraint reasoning. For each
node n corresponding to value in flow-sensitive analysis result, if it can backtrack to a potential
source node in the LSEG—including parameter nodes, o5,.-accepted nodes, or nodes in Outg,.— it
is added to N of the VAG (Line 34). Notably, Outs,. includes both auxiliary-output nodes whose
corresponding auxiliary-return nodes have output summaries (Line 7) and potential source nodes
propagated through transfer summaries (Line 18). After adding a potential source node n to N,
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every step to access n is recorded (Line 49). The constructed VAG is then used to guide the path-
sensitive access-path loading (Line 13), ensuring that only relevant value flows are constructed
(Line 15). The pruning process is governed by the operator Loadp(val, off, G) below. Since nodes
in the VAG either represent potential source nodes or nodes that can reach them on the memory
layout (as encoded in &), any loaded value that cannot reach a source node can be pruned. This
eliminates the need to exhaustively enumerate and reason about all guarded values while loading
an access path. Specifically, for an access path val->off;->...->0off,, at each level off;, pruning a
loaded value v avoids the cost of resolving v->off,;-> . ..->off,.

Loadap(val, offy, .. ., off,, G) = Loadap(Loadap(val, off;, ..., off,_1), off, é)
Loadyp(val, off, G) ={(v,7) | ((v,0"), off) € L, (v, 7) € Loadap({(o, )}, off), (v, @) € val}

Next, we construct the necessary auxiliary-return nodes to complete the output and transfer
summaries for the function f. For each locator recorded in the side-effect summary of f, each of
its stored values v serves as an interface that returns the memory layout to the caller. To identify
whether such returned memory layout may propagate bug sources, HERMES analyzes the memory
layout reachable from each v by using buildVAGWithoutAP (Line 22). This function operates
similarly to buildVAGWithAP, but without indexing by a specific access path. Because symbolic
objects and locators can be traversed indefinitely under the rules LoaD-2 and LoaD-3, Line 35 and
41 of Algorithm 2 ensure the traversal stops in time. During the traversal, if an auxiliary output
v is encountered and there exists a symbol s whose corresponding node belongs to Out;,. and
is reachable from v via an access path, then buildVAGWithAP is invoked to construct a complete
VAG (Line 39). Otherwise, the traversal can be safely terminated. When auxiliary parameters
are encountered, Section 4.3 offers a detailed explanation of why terminating at Line 42 does
not compromise correctness. Finally, each access path (I, L((n1,12)), ..., L((ng_1,nx))) that may
reach a potential source node is loaded in a path-sensitive manner under VAG guidance (Line 25).
The node of the loaded value is then connected to the corresponding auxiliary-return node (Line
26-27). This process ensures that all auxiliary-return nodes and value flows that may carry potential
bug sources are resolved, enabling the complete construction of output and transfer summaries for
f- Subsequently, f can be analyzed using the traditional summary-based bug search (Algorithm 1).

Ultimately, for each source-sink path whose reachability needs to be validated, the path condition
comes from the guards of value flows along the source-sink path, as well as the control dependencies
of each path node, as described in Definition 3.3. These control dependencies could require data
dependencies of unresolved interface nodes. Therefore, HErRMES fully resolves them on demand.
This process is relatively straightforward, and we illustrate it with an example.

ExaMPLE 3.6. Consider the code snippet in Figure 1. The function fun rewrites c->deeper at Line
15 and 17. According to Line 22 of Algorithm 2, HERMES constructs a VAG (/\~(k, Na, S £~) with
global and d as starting points. Since the memory pointed to by d->bool_p stores nullptr—the bug
source for NPD—we have np,jip: € Nk, ng € Na, with an edge ng — Nuyiiper € &, and the access
label L(nd — Nuullpsr) = bool_p. In resolving the auxiliary-return node, the load from global is
pruned due to VAG guidance, and the node n,,1,¢ flows to the auxiliary-return node (¢ in Figure 4.
During the bug search for the function bar, the search starts from the corresponding auxiliary-
output node (12, reaches a dereference site (8), and forms a complete source-sink path. Along this
path, a guard constraint is collected—namely, sym, represented by the auxiliary-parameter node
(3. To validate the reachability of the path, HERMES successively resolves its data dependencies:
the auxiliary-parameter (9), the auxiliary-input node (5), and the auxiliary-return node (2). This
completes the control dependencies for checking the reachability of the source-sink path.
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With the above interface-node resolving rules, each interface node is resolved only when it
contributes to either source-sink transfer or source-sink reachability. This design ensures the
soundness of bug search while avoiding the redundancy of constructing a complete SVFG.

Detection Equivalence Statement

Given the same source-sink specification 7, HERMEs running on the LSEG produces the same bug
reports as the SEG-based search under the assumptions listed in Section 4.1.

Proof sketch. We show a bijection between source-sink paths collected by the two searches
via path isomorphism that preserves control dependencies, which implies the equality of path
conditions. The full development (definitions, lemmas, and proof) is deferred to Appendix, including:
(i) path condition preservation under path isomorphism, (ii) path-set isomorphism implies detection
equivalence, and (iii) path-set equivalence between SEG and LSEG.

4 Implementation
4.1 Soundness

Since HERMES builds on FALcON, it is soundy [31] in the same sense as FaLcon [69] and other
prior bug-finding tools [1, 7, 11, 44-46, 56, 57, 65, 66, 68]. Specifically, it shares several standard
assumptions with the prior techniques [1, 7, 11, 44-46, 56, 57, 65, 66, 68] as follows.

e Values passed into and out of library calls are conservatively treated as free variables.

e Arrays are handled through their base pointers during pointer analysis.

e Function parameters are assumed not to alias each other initially.

e Recursion is unrolled to avoid the path-explosion problem, as explained in Section 3.1.1.

e Indirect calls are resolved using a Steensgaard-style, flow- and context-insensitive analy-
sis [71], which has been shown to be precise enough for C-like programs in prior work [16].

4.2 Checker Instantiation

Similar to prior SVFA-based bug-finding tools (e.g., SVF [55], PinpoINT [45], FALCON [69]), HER-
MES supports detecting bugs that can be modeled by the source-sink framework [44]. This framework
covers two major categories of bugs: source-must-sink and source-must-not-sink, as formally defined
in Definition 3.2. We implement two checkers: one for null pointer dereference (NPD), representing
the source-must-not-sink category, and another for memory leak (ML), representing the source-
must-sink category. These two bug types are among the most common memory errors in real-world
C/C++ programs, and typically elicit prompt responses from developers.

4.3 Alias Processing

In practice, auxiliary returns may alias auxiliary arguments, which complicates the analysis. During
buildVAGWithoutAP in Algorithm 2, such aliasing can be detected when a parameter symbol
$ € Sparam is reached via an access path ap. This suggests that the auxiliary output corresponding to
ap may alias the input corresponding to the parameter s. Since parameters in Spsrem can propagate
bug sources, the VAG must include their associated nodes in Ai, by definition. However, parameters
can be derived indefinitely via any access path, leading to a potentially unbounded traversal when
constructing the VAG. Specifically, encountering s € Spsrum via ap requires including in the VAG
all auxiliary returns corresponding to extended access paths of the form ap->fi->...->fi, as they
may alias s->fi->...->f; and thus carry bug sources.

To address this without compromising precision, we explicitly decouple auxiliary parameters
from auxiliary returns, ensuring auxiliary outputs abstract only callee-side values. Specifically, at
the end of each function’s pointer analysis, HERMES traverses the side-effect summary to detect
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1 void bar(A* al, B* bl) {
2 alias(al, bl); ? ﬁ
3 3} - -
objp, 0bjjocal objp; objoyt

4 void alias(A* a2, B* b2) { 1 £ 1 P
5 C* local = new C; : <
6 local->f2 = a2;
7 b2->f1 = local;
8 }

(a) Code snippet (b) Layout at the return site of alias (c) Layout after calling alias

Fig. 7. A code snippet and memory layouts at key program points illustrating alias processing

auxiliary returns that may alias parameters and records such aliasing. During summary application,
this aliasing is explicitly exposed. For example, in Figure 7 (a), function alias modifies field f1 of
parameter b2 (Line 7), which may reach parameter a2 (Figure 7 (b)). As a result, after Line 2, the
auxiliary output b1->fI->f2 aliases al. To decouple them, HERMES explicitly exposes the aliasing
at the callsite: it traverses the memroy layout starting from the locators in side-effect summaries
(e.g., the field f1 of obj,,), and if it reaches a parameter symbol (e.g., a2), it records an aliasing
triple: (access path, target symbol, constraint), e.g., (2, a2, true). Then, during summary application,
HEeRrMES uses the aliasing triple to proactively allocate symbolic objects and symbols. Following
rule CALL, it stores outsym into b1->f1 to simulate the side effect. In addition, based on the recorded
aliasing triple (f2, a2, true), HERMEs first resolves the input value of the target symbol a2 at the
callsite, which is al. Then it exposes the value at the correct memory location by creating obj,,,;
and storing al into the field f2 under the constraint true.

As a result, the traversal in Algorithm 2 can safely terminate at Line 42 because all aliasing has
been exposed. For clarity, this handling is not formalized in Figure 6, but described separately here.

5 Evaluation

In this section, we aim to evaluate the performance of our approach HERMEs by investigating the
following research questions:

e RQ1: How effective is HERMES in detecting bugs?
e RQ2: How efficient is HERMES in detecting bugs?
e RQ3: How does the VAG-based pruning benefit the loading of access paths?

5.1 Experimental Setup

5.1.1 Subject Collection. We selected 12 well-known open-source projects, as shown in Table 2.
These projects span diverse domains, including database engines, version control systems, MP3
encoders, neural network libraries, and I/O libraries, with sizes ranging from 27K to 4.37M lines
of code. Their source code repositories have been hosted in either GitHub or SourceForge, which
facilitates easy downloading and bug detection. Moreover, these projects are popular and have
been extensively analyzed in prior studies as experimental subjects, indicating their high quality.
In addition, Table 2 reports the numbers of source and sink nodes for both NPD and ML queries,
characterizing the scale of the bug-search space.

5.1.2  Bug Type Selection. We selected to check Null Pointer Dereference (NPD) and Memory Leak
(ML), which represent two distinct and classic bugs types under the source-sink framework: the
source-must-not-sink and source-must-sink bug types, respectively. These two bug checkers are run
separately on the same LSEG within a single analysis run.
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Table 2. The statistics of projects. C&V represents the commit id or version of the project. Star represents
the number of stars a project has received. Size represents the number of lines of code (KLoC). #Src/Sink
reports the numbers of sources and sinks for NPD and ML. #BUG represents the total numbers of NPD and
ML bugs detected by HERMES or FALcoN. Each entry in #BUG is in the format #FP/#TTL, where #FP denotes
the number of false positives, and #TTL denotes the total number of bugs.

. . #Src/Sink #BUG
Project C&V Star Size NPD ML HERMES FALCON
htop 68c970c 6.4k 27 591/31,496 5/376 0/4 0/4
lame 3.100 - 29 231/55,731 34/88 0/1 0/0
memcached blaefcd 13.5k 31 623/33,219 89/291 1/2 0/1
darknet d02cc3a 25.8k 37 536/98,539 55/461 0/6 0/4
libuv 5cc7175 24.1k 62 603/29,230 27/139 0/1 0/1
dynamips ab50526 352 83 2,526/123,512 220/791 0/5 0/4
openldap 5b5337b 494 164 5,947/242,520 33/1,287 0/1 0/1
ppSspp 16d97aa | 11.2k 389 9,102/631,770 2,503/32,649 0/5 0/3
git 477ce5c¢ 52.2k 430 9,527/422,494 19/3,245 2/5 2/3
binutils a9d9a10 572 699 12,028/762,640 153/10,830 3/17 2/14
MariaDB 2db692f 5.9k 1,813 28,450/1,217,747 559/23,083 2/5 0/0
wine 3364df0 3.3k 4,374 20,552/1,438,398 2,018/13,947 1/4 1/4
Total 90,716/5,087,296 5,715/87,187 9/56 5/39

5.1.3 Baseline.

e Farcon: The state-of-the-art sparse-value flow analysis technique [69], which is also the
basis of our implementation.

e HERMES™: A variant of HERMES that disables VAG-based pruning when loading access paths,
aiming to evaluate the impact of pruning during Loadp operations.

5.1.4 Environment. All experiments were run on an Ubuntu 20.04 server with an Intel(R) Xeon(R)
Gold 6230R CPU @ 2.10GHz 40-core processor and 512G of memory. Ten threads were allocated for
running. Following the practice of the prior studies [64], we set a 12-hour timeout period, consistent
with the typical nightly build duration.

5.2 RAQ1: Effectiveness

In our experiments, HERMEs detected a total of 56 bugs, including 49 NPD bugs and 7 ML bugs,
as shown in the #BUG column of Table 2. This result is consistent with previous studies [64],
which indicate that NPD is the most prevalent type of memory bug. Through manual inspection,
we found that 9 of the reported bugs were false positives, resulting in a false positive rate of
16.07% (9/56). To avoid overwhelming developers with excessive warnings, we merged reports
with similar source-sink paths before submitting them. Of the 47 submitted reports, 30 have been
confirmed, and the rest are awaiting developer response.

Across 12 projects, HERMES outperformed FALCON in our evaluation: it detected all bugs found
by Farcon and additionally uncovered 17 more, including 13 true positives and 4 false positives.

The relatively lower effectiveness of FALCON can be attributed to two reasons. First, Farcon hit
the 12-hour timeout and failed to complete pointer analysis for MariaDB, causing it to miss five
bugs that Hermes detected in that project. Second, after consulting with the developers of FALcoN,
we learned that to mitigate the summary-explosion problem in pointer analysis, FALcON imposes a
limit on the number of auxiliary returns each function can produce. During summary application,
it only copies the memory layouts associated with this limited set of auxiliary returns. Although
such handling improves scalability, it sacrifices recall, causing FALcON to detect fewer bugs than
HEerMES. Taken together, FaLcon and HERMES only exhibit equivalent effectiveness when sufficient
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Table 3. Time and memory comparison between HERMES and FaLcoN. PTA, BS, TTL, and MEM denote
pointer analysis time, bug search time, total time, and memory usage, respectively. TS is the time speedup of
HERMES over FALcoN. OOT means timeout (12h). Average is calculated using the geometric mean.

Project FaLcon HERMES

PTA BS TTL MEM PTA  TSpra BS TSgs TTL TSt | MEM
htop 19s 1.57m 1.88m 2.54G 5.26s 3.61 20.74s  4.54 26s 4.34 1.79G
lame 13s 2.05m  2.27m 2.43G 8.4s 1.55 44.6s 2.76 53s 2.57 2.19G
memcached 25s 2.07m 2.48m 2.16G 6.64s 3.77 28.36s 4.38 35s 4.25 1.70G
darknet 35s 2.13m  2.72m 3.50G 14.22s 2.46 58.78s  2.17 1.22m 2.23 2.83G
libuv 21s 1.77m  2.12m 1.87G 2.31s 9.09 24.69s  4.30 27s 4.71 1.84G

dynamips 1.52m 8.60m 10.12m  4.76G 15.26s 5.98 1.35m  6.37 | 1.58m 6.41 3.67G
openldap 8.85m 13.88m 22.73m  17.94G 41.18s 12.89 1.68m  8.26 2.37m 9.59 9.10G

PPpsspp 1.30h  136h  2.66h  56.70G | 4.07m  19.16 | 12.85m 6.35 | 16.92m  9.43 | 49.75G
git 1.1%h 1.40h 2.60h 62.30G 3.22m 22.17 7.48m  11.39 | 10.70m  14.58 | 41.13G
binutils 3.92h 4898m 4.74h  37.30G | 2.68m  87.76 | 15.11m 3.24 | 17.67m  16.10 | 24.00G
MariaDB 00T NA 00T 65.16G | 16.87m >42.68 | 35.35m NA | 52.02m >13.84 | 84.79G
wine 3.0th  256h  557h  109.06G | 548m 3296 | 26.55m 579 | 32.03m 10.43 | 83.47G
Average >9.84 4.79 >6.80

resources are available. However, under practical resource constraints, Falcon’s lower efficiency
leads to reduced effectiveness in practice.

We further investigated the false positives reported by HERMES. One false positive in the ML
category was caused by the lack of modeling for third-party library functions. When a tracked
heap object is passed into a library function, the checker aggressively assumes that the library
does not free it. The remaining eight false positives in the NPD category were due to the imprecise
modeling of containers, such as arrays and lists—an inherited limitation of the underlying SVFA
framework. These limitations are orthogonal to our technique and could be addressed by enhancing
the underlying SVFA framework.

5.3 RQ2: Efficiency

Due to the symbolization scheme and the lazy node resolving introduced in section 3, HERMES’
primary contribution lies in improving the efficiency of bug detection. The experimental results
listed in Table 3 demonstrate that HERMES enhances not only the efficiency of pointer analysis but
also the efficiency of bug search, ultimately enhancing the overall efficiency.

Specifically, compared to FALcon, HERMES achieves varying degrees of speedup across different
phases of all evaluated projects. On average, the speedup achieved by HERMES in pointer analysis,
bug search, and overall execution is 9.84%, 4.79X% and 6.80x, respectively. The speedup in pointer
analysis increases as the codebase grows, reaching a maximum of 87.76X in binutils. Additionally,
HEerMESs completes the pointer analysis of each project within an hour, whereas FALcON struggles
with large projects, even timing out during pointer analysis on MariaDB.

For the speedup in bug search, we found that it primarily stems from two aspects. First, HERMES
constructs more concise inter-procedural value flows for source-sink transfer. Consider the for loop
at Line 8 of Algorithm 2—HERMES only constructs an inter-procedural value flow from a source
node to a callee input node if the input node contributes to propagating the source node to a sink
site. In contrast, FALCON establishes an inter-procedural value flow whenever a value within the
callee has a data dependence on the value of a source node. Consequently, FALcoN explores more
paths when searching from a source node. Even though the path is short, only from the source
node to the input node, FALcoN must invoke an SMT solver to prune infeasible paths, leading to
higher computational overhead in bug search. Second, FALcoN incurs significant overhead when
handling auxiliary-return nodes. At the end of the bug search for each function f, FaLcon collects
all auxiliary-return nodes’ data dependencies and encodes them into SMT expressions, which are
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Fig. 9. Comparison of the number of resolved interface nodes between HERMES and FALCON.

used for reachability verification in the subsequent bug search for caller functions of f. This step is
expensive because an auxiliary-return node may depend on the auxiliary-return node of the callee
functions of f. As a result, it requires instantiating the corresponding return node’s SMT expressions,
essentially performing a deep copy of these expressions. In contrast, HERMES constructs only the
auxiliary-return nodes essential for source-sink transfer and reachability. This significantly reduces
the number of return nodes whose SMT expressions need to be collected. As a result, even without
optimizing the searching process, HERMESs achieves considerable speedup in bug search.

Through further investigation, we found that HERMES requires less time to process load instruc-
tions during pointer analysis, and this difference becomes more pronounced as the project scale
increases. In the evaluation of binutils, MariaDB, and wine projects, HERMES only takes 1.28%,
at least 1.31%, and 1.94% of the time taken by FALcoN, respectively, as shown in Figure 8. This
is primarily due to FALCON’s pointer analysis summary, which copies the memory layout of the
callee functions. As a result, the loaded pointer in FALCON points to a more complex memory
structure, leading to slower load times. In contrast, HERMES’ symbolization scheme avoids copying
the memory layout, allowing it to process load statements more efficiently. Furthermore, FALcon
resolves all interface nodes during pointer analysis, while HERMEs only resolves the necessary
interface nodes. Figure 9 shows the number of interface nodes resolved by FaLcon and HERMES,
respectively. On average, HERMES processes only 9.45% as many interface nodes as FALCON. Since
resolving an interface node essentially involves loading an access path, and given the previously
discussed reasons, HERMES processes load operations more efficiently, accelerating interface node
resolving, averaging only 5.15% of the pointer analysis time.

There is little difference between HERMES and FALCON in terms of memory consumption. The
primary reason is that memory consumption is mainly determined by the construction of the
path condition node and the storage of SMT expressions. Thus, although HERMES generates fewer
points-to relations, it does not significantly affect the memory usage.
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Fig. 10. Execution time comparison between HERMES and HERMES ™. The vertical axis represents the logarithm
of time in seconds.

5.4 RQ3: Ablation Study

To evaluate the benefits of VAG-based pruning for loading access paths, we implemented HERMES ™,
which follows the same pointer analysis and bug search design as HERMES, but without construct-
ing or using VAG for pruning. Specifically, it does not execute the buildVAGWithAP and build-
VAGWithoutAP in Algorithm 2, and replaces Loadap(val, off;, ..., off,,, G) defined in Section 3.3.3
with Loadap(val, off;, ..., off,,) defined in Section 3.1.2.

Figure 10 shows the execution time comparison between HERMES and HERMES ™, as well as the
speedup of HERMES over HERMES ™. No significant difference in memory consumption was observed,
so those results are omitted. It can be observed that HERMES consistently outperforms HERMES™
in all the projects, with an average speedup of 1.85X. When the code size is small, the speedup
is negligible. However, as the code size increases, the speedup becomes more significant. This is
because, in large-scale projects, the side effects of call instructions become increasingly numerous
and complex. In pointer analysis, this is reflected in the fact that a certain memory location may be
modified multiple times by callee functions under different conditions, with increasingly complex
conditions and more frequent modifications. When the depth of the access path increases, loading it
typically involves enumerating all disjunction cases and solving the corresponding path conditions,
which is very time-consuming, as described in Section 2.2. With the VAG-based pruning, the
disjunction cases unrelated to source-sink transfer can be efficiently pruned, thereby ensuring
scalability in large-scale projects.

6 Related Work
6.1 Pointer Analysis

HERMES performs pointer analysis that propagates points-to information sparsely and calculates
points-to results on demand based on inter-procedural value-flow-construction queries. Thus, we
separately discuss sparse pointer analysis and demand-driven pointer analysis.

Sparse Pointer Analysis. To improve scalability, this category of pointer analysis techniques
performs sparse propagation of points-to information, thereby avoiding propagation along control-
flow edges. These approaches generally fall into two categories.

The first category [15, 53, 54, 68] follows the refinement strategy: first perform an imprecise but
scalable pointer analysis to build coarse-grained def-use chains, ensuring that points-to information
can be sparsely propagated. However, these imprecise def-use chains often introduce a large amount
of spurious and redundant propagation, thus hurting scalability.
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The second category [27, 58, 70] adopts on-the-fly strategies, where the def-use chains are
constructed incrementally along with the pointer analysis. Most of these methods are path-
insensitive. As for path-sensitive methods, SPAS [58] encodes path conditions by Binary Decision
Diagram (BDD) to eliminate mutually exclusive paths efficiently. However, the points-to information
computation remains exhaustive, which significantly limits scalability. FALcon [69] improves upon
these by employing symbolic representations to isolate inter-procedural points-to propagation,
deferring the resolution of symbolic information to client analyses. This design achieves better
scalability, and HERMES adopts this fundamental idea. However, FaLcoN’s approach still performs
exhaustive propagation of bottom-up points-to information by copying entire memory layouts,
which results in the summary-explosion problem. HERMES addresses this limitation through a novel
symbolization scheme that avoids unnecessary copying.

Demand-Driven Pointer Analysis. Most existing on-demand pointer analyses [12, 19, 36,
41, 42, 50-52, 67, 72] are flow-insensitive. They typically rely on structures that lose control-flow
information, such as pointer expression graphs. For the flow-sensitive methods, Sui et al. [54, 68]
leverage the refinement-based strategy to construct scalable but imprecise value flows. This enables
sparse and on-demand backtracking, while pruning spurious edges during query resolution. How-
ever, the analysis still suffers from the aliasing-path-explosion problem. FALcoN also incorporates
an on-demand resolution of points-to information. However, FALCON requires to construct all
inter-procedural value flows, which limits its effectiveness when analyzing codebases exceeding
millions of lines of code.

Additionally, extensive research on Java pointer analysis has focused on demand-driven context
length decision [17, 18, 20-23, 26, 28-30, 34, 35, 48, 60], commonly known as selective context-
sensitive pointer analysis. These approaches aim to allocate more computational resources to
important functions. To achieve this, the decision procedures often employ heuristic tactics [17, 48],
data-driven tactics [21, 23], or hybrid tactics [60] that combine multiple decision procedures. These
analyses are typically flow-insensitive.

6.2 SVFA-Based Bug Detection

Current SVFG-based bug detection approaches can be broadly categorized into two types. The
first category [7-9, 32, 40, 49, 55, 57] adopts a layered design, where pointer analysis, SVFG
construction, and bug search are performed independently. These approaches cannot achieve both
path-sensitive precision and scalability on million-line codebases during the pointer analysis phase,
which ultimately impacts the overall detection effectiveness.

The second category [45] employs a holistic design that avoids building global value flows in
SVFG. Instead, these approaches construct only the inter-procedural value flows between a caller
and callee at each callsite. During the bug-search phase, they stitch the relevant global value flows
and solve the path constraints. By restricting inter-procedural value flows to each direct caller-callee
pair, these methods alleviate the burden on pointer analysis and enable path-sensitive precision.

Despite the differences in SVFG instances among the above approaches, they all construct a
complete SVFG, which places an unnecessary burden on pointer analysis. In contrast, our ap-
proach lazily constructs only the inter-procedural value flows relevant to bug search, significantly
improving scalability.

7 Conclusion

In this paper, we introduced HERMES, an innovative approach addressing scalability in path-sensitive
pointer analysis within Sparse Value-Flow Analysis (SVFA). HERMES uses a novel symbolization
scheme and selectively resolves value flows to efficiently reduce computational overhead. Our evalu-
ations confirm that HERMES achieves a substantial speedup (at least 9.84% for pointer analysis, 4.79%
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for bug search) without sacrificing the effectiveness of bug detection. Overall, HERMES significantly
enhances performance and scalability for detecting software security bugs in large codebases.

Data Availability

All artifacts related to this work are publicly available at the following GitHub repository: https://git
hub.com/SoulBoyHere/hermes-data-availability. Specifically, the repository includes: (1) a list of
all reported bugs along with their validation status; (2) a formal proof document (proof . pdf)
establishing the detection equivalence between HERMES and the baseline approach; and (3) detailed
instructions for obtaining and running a pre-built Docker image containing the compiled binary of
HEerMEs and the complete experimental dataset. Due to intellectual property agreements with our
industry partner, the source code of HERMEs cannot be made publicly available.
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